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1. Overview
Test data management is critical for migration testing. This strategy defines how to source, mask, refresh, and manage test data while maintaining security, compliance, and testing effectiveness.
1.1 Test Data Challenges
1. Security: Production data contains PHI/PII that cannot be exposed
1. Volume: Need production-scale data for performance testing
1. Freshness: Test data must reflect current business scenarios
1. Consistency: Same data needed across legacy and modern systems
1. Referential Integrity: Related data must stay consistent after masking


2. Test Data Environments
2.1 Environment Data Strategy
	Environment
	Data Type
	Volume
	Refresh Cycle

	DEV
	Synthetic
	1,000-10,000 rows
	On demand

	SIT
	Masked Production
	10% of production
	Weekly

	RECON
	Masked Production
	100% of production
	Per test cycle

	PERF
	Masked Production
	100% of production
	Monthly

	UAT
	Masked Production
	Representative subset
	Per UAT cycle



3. Data Masking Strategy
3.1 PHI/PII Fields to Mask
	Field Type
	Masking Method
	Example

	Member Name
	Synthetic replacement
	John Smith -> Alex Johnson

	SSN
	Format-preserving hash
	123-45-6789 -> 987-65-4321

	Date of Birth
	Date shift (+/- 30 days)
	1985-03-15 -> 1985-04-02

	Address
	Synthetic replacement
	123 Main St -> 456 Oak Ave

	Phone
	Format-preserving random
	555-123-4567 -> 555-987-6543

	Email
	Domain preservation
	john@email.com -> user123@email.com

	Provider NPI
	Deterministic hash
	1234567890 -> 9876543210



3.2 Masking Requirements
1. Deterministic: Same input always produces same masked output
1. Referential Integrity: Foreign keys remain valid after masking
1. Format Preservation: Masked data passes format validation
1. Irreversible: Cannot reverse engineer original values
1. Consistent Across Systems: Same masking applied to legacy and modern


4. Synthetic Data Generation
4.1 When to Use Synthetic Data
1. Development environment with small data needs
1. Testing specific edge cases not in production
1. Load testing with controlled data characteristics
1. Training environments for new team members
4.2 Synthetic Data Generator
from faker import Faker
from datetime import date, timedelta
import random

fake = Faker()

def generate_member():
    """Generate a synthetic member record."""
    return {
        'member_id': f'M{fake.random_number(digits=9, fix_len=True)}',
        'first_name': fake.first_name(),
        'last_name': fake.last_name(),
        'dob': fake.date_of_birth(minimum_age=18, maximum_age=90),
        'gender': random.choice(['M', 'F']),
        'address': fake.street_address(),
        'city': fake.city(),
        'state': fake.state_abbr(),
        'zip': fake.zipcode(),
        'lob': random.choice(['MCD', 'MCR', 'COM', 'CHIP']),
        'eff_date': fake.date_between(start_date='-2y', end_date='-1y'),
        'term_date': None if random.random() > 0.2 else fake.date_this_year(),
    }

5. Data Refresh Process
5.1 Refresh Workflow
DATA REFRESH PIPELINE
============================================================

1. EXTRACT from Production
   |-- Full extract or incremental based on environment
   |-- Capture as of consistent point in time
   V
2. MASK sensitive data
   |-- Apply masking rules per data type
   |-- Maintain referential integrity
   V
3. LOAD to both environments
   |-- Legacy test environment (SAS/Informatica)
   |-- Modern test environment (Fabric)
   V
4. VALIDATE
   |-- Row counts match
   |-- Relationships intact
   |-- No PHI/PII exposed
============================================================
5.2 Refresh Schedule
	Environment
	Frequency
	Window
	Duration

	SIT
	Weekly
	Sunday 2-6 AM
	~4 hours

	RECON
	Per cycle
	As scheduled
	~8 hours

	PERF
	Monthly
	1st Sunday
	~8 hours

	UAT
	Per cycle
	Before UAT start
	~6 hours
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